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Overview

Quest Products predominantly dictate that permissions be applied to the Exchange Org level so that permissions
flow from the root throughout the organisation. By default this cannot be available with the Exchange 2003 GUI. The
following article describes the process of adding this feature: http://support.microsoft.com/kb/259221. The process
of adding the permissions are document well within the Quick Start guide of every applicable Quest Product. Many
Windows Management products integrated with Exchange require the need for Send-As & Receive-As rights,
amongst other permissions of course. This permission would practically allow the object to open other user’s
mailboxes and view what is inside and also insert messages into the mailbox. This is a pre-validation test performed
on Quest applications whereby we programmatically insert a message into a given mailbox in order to confirm the
rights given have been applied successfully, after which we delete the message.

Within the Quick Start Guides, detailed information is given on how to apply permissions, which should always be
sufficient. If that is not the case and permissions do not appear to be functioning as they should this document
should hopefully explain how to troubleshoot permission issues.

What tools do | need to troubleshoot?

ADSIEdit: You will need to download ADSIEDIT which is part of the 200x server support tools. These can be
downloaded from http://www.microsoft.com/downloads/details.aspx?FamilylD=96a35011-fd83-419d-939b-
9a772ea2df90&DisplayLang=en. Once installed you will need to register the adsiedit.dll. To do so use the following
command via Start - Run ‘regsvr32 adsiedit’

MFCMAPI: This is a tool which allows you to connect to the Exchange server, store, mailbox, and public folder levels.
It can be downloaded from http://www.microsoft.com/downloads/details.aspx?Family|D=55FDFFD7-1878-4637-
9808-1E21ABB3AE37&displaylang=en

Which type of Quest Products would | likely encounter this problem?

Notes Migrator for Exchange, Groupwise Migrator for Exchange, MessageStats, Archive Manager. Almost all
products which have a connection to Microsoft Exchange
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Access Denied Errors

What error(s) defines access denied?

As a general rule Quest Products use CDO (currently version) 1.2.1 MAPI Access to extract or insert data into
Exchange. The standard error returned via CDO from MAPI is “MAPI_E_LOGON_FAILED” OR ‘8004011’. The

‘8004011’ will always mean simply, you do NOT have permission. If you ever see that number it will always mean
you do not have permission

Each Quest product under various circumstances will return a different error in full, but the error will always have
one common denominator. Sample and typical errors returned from our applications in these circumstances are:

"MAPI error 80040115 Component: Microsoft Exchange Server-InformationStore Low
level error: 000006BE Context: 00000514”

“CSession::Logon Error -2147221231 The information store could not be opened.
- MAPI_E_LOGON_FAILED (MAPI 1.0) Low level error: 0x0 File: ‘aeWrapHeipers.h' Line: ‘264’

"ERROR: Session.OpenMsgStore: MAPI error 8004011D Error: You do not have
permission to log on. Component: Microsoft Exchange Server Information Store Context: 00000519”

“17:06:15 Exporting Mailbox: Mailbox - ArchiveMgr_Journal 17:06:15 ERROR:
Session.OpenMsgStore: 17:06:15 MAPI error 8004011D 17:06:15 Error: Microsoft Exchange Server
17:06:15 Component: Microsoft Exchange Server information Store 17:06:15 Context: 00000526”
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Testing Permissions

There are many different ways to test and confirm permissions to the Exchange Server, the Exchange Store, and
Mailbox Level. The various ways are discussed below.

Outlook

You can simply test permissions by logging into Windows and Outlook as the user account the Exchange permissions
are applied to. You must open Outlook and perform the relevant functions to test. For example, if you have Send-As
& Receive-As rights, add an additional mailbox within Outlook. If you can view the another mailbox on the relevant
mail store and server, you have been granted permissions successfully.

MFCMAPI
You can also download MFCMAPI (http://www.microsoft.com/downloads/details.aspx?FamilylD=55FDFFD7-1878-
4637-9808-1E21ABB3AE37&displaylang=en). This tool allows you to connect to Exchange at all levels in order to
confirm the relevant permissions are present. Instructions come with the product, but to simply logon and display
the store:

1. Log into Windows with the service account you require to test permissions

2. Run MFCMapi

3. On the Session menu, click Logon and Display Store Table.

4. You will be prompted to create a profile or select a profile

5. Enter details of user's mailbox whose errors are encountered in the log.

7. You can further click on Mailbox or Public Folders to browse through various mail or Public Folder MAPI

Information

ADSIEdit
Using ADSIEdit, you can view the effective rights of a user. This is discussed further below.
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Access Denied: Common Reasons

Issue 1: The user object with which permissions are assigned, is a member of Domain Admins or Enterprise Admins.

Resolution: By default these two built-in groups have the Send-As & Receive-As permissions denied. Therefore you
must remove the user object from Domain Admins or Enterprise Admins. It would not be common practice to remove
the deny from the one of these groups as the permissions are structures this way for a reason.

Issue 2: The user object with which permissions are assigned has a deny applied via Group Policy
Resolution: Remove the GPO restriction, remove the user from that GPO assignment

Issue 3: The user object with which permissions are assigned, but its Active Directory user object security shows that it
does not inherit permissions from its parent preventing permission inheritance

Resolution: Open ADUC. Confirm ‘View — Advanced Features’ is selected. Open the user object in question. Select
‘Security — Advanced’. Confirm the ‘Allow inheritable permissions from the parent to propagate to this object and all
child objects’, is selected

Issue 4: The user object with which permisisons are assigned have been assigned correctly, but the Exchange
Organisation is not set to inherit the flow of permissions from root to mail store.

Resolution: This means that the Exchange Org may have permissions at Org level, the Mail Store may also have
permissions, but the Exchange Server itself does not have permissions. This can be shown by opening adsiedit,
selecting an appropriate mail store, selecting ‘Properties — Security — Advanced — Effective permissions’. An example
of a path in adsiedit is: “Domain.com/Configuration/Services/Microsoft Exchange/Org/Administrative
Groups/AdminGroup/Servers/Server Name/Information Store/First Storage Group/Mailbox Store”

Note: Please see ‘Confirming Effective Permissions’ section on how to perform the above steps.

Issue 5: | have permissions, permissions are applied correctly, but still not working

Resolution: With Exchange, especially 2007, permissions can take considerable time to propagate fully. The

alternative is to create another user and apply permissions once more QUEST i
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Access Denied: Common Scenarios

You are having a problem with one user only, every other user seems to be fine

Resolution: Open ADUC. Confirm ‘View — Advanced Features’ is selected. Open the user object in question. Select
‘Security — Advanced’. Confirm the ‘Allow inheritable permissions from the parent to propagate to this object and all
child objects’, is selected

You are having a problem with more than one user, but not all

Resolution: Confirm any consistency between the users. Are they on the same store, are they on the same Exchange
server? The Exchange Org may have permissions at Org level, the Mail Store may also have permissions, but the
Exchange Server itself does not have permissions. This can be shown by opening adsiedit, selecting an appropriate
mail store, selecting ‘Properties — Security — Advanced — Effective permissions’. In some cases it may be necessary to
check every level of Effective Permissions from the Exchange Organisation down to the Mail Store itself, such as:

CN=Configuration,DC=Domain,DC=com\CN=Services CN=Microsoft Exchange
CN=Your Exchange Organisational Name
CN=Administrative Groups
CN=First Administrative Group
CN=Servers
CN=Server Name
CN=Information Store
CN=First Storage Group
CN=Mailbox Store

You are having a problem with all users, not matter what you do nothing works

Resolution: Most likely the account you are using is a member of Domain Admins or Enterprise Admins. See Reason
1 previously.
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Confirming Effective Permissions

In order to confirm the effective permissions the following is a short summary on how to do this

Open AdsiEdit.msc

Use this pags to add or remove a standalons Sna

Snap-ns added to: (23 Console Roat

Add the ADSI Edit Snap-In

Add Standalone Snap-in

Awailable Standalone Snap-ins:

Open the Configuration Container

Snapin | Vendor

43 NET Framework 1.1 Configuration

(C1{61D0EF42-14B 34601 BE34-DET.

[ Active Directory Sites and Services
active Directory Users and Comput

] Active Control

4 DS Edit

[E3 Autherization Manager

Cerlificate Templates

1 Cenicates

Microsoft Corpration

@B Active Directory Damains and Trusts  Microsoft Carparation
Miciosoft Corporation
Miciosoft Corporation
Microsoft Corparation
Micrasalt Corparation
Micrasalt Corparation
Miciosoft Corporation
Micrasalt Corparation

[~ Description
& law level Active Directory Services Inkerface editor.

Standalone | Extensions |
= Type the name of a program, folder, doc
o Inkernet resource, and Windows will open| DS Edit
Open: I mime|
cane
-lDescrlptmn
add.

Eenave

Add

Al

Cancel

Browse to the Mail Store

Connection Settings

x|

Mame: | Configuration

path: [ LDAP:SERYER 100, nickmiddieton, com/Configuration

[ Connection Point

 Select or bype a Distinguished Mame of Maming Contexk:

" Select & well known Maming Context:

|

—Compiter

™ Select or bype a domain or server:

& Default (Domain o server that you logged in ko)

|

Adyanced...

CN=Administrative Groups
CN=First Administrative Group
CN=Servers

CN=Server Name
CN=Information Store
CN=First Storage Group
CN=Mailbox Store

Path to the Mail Store Via AdsiEdit:

CN=Configuration,DC=Domain,DC=com/CN=Services/CN=Microsoft Exchange
CN=Your Exchange Organisational Name

:l Console Rook
54 ADSI Edit

EB Configuration [SERVER 100, nickmiddleton,com]
=23 Ch=onfiguration, DC=nickmiddleton, C=com

-3 CMN=Displayspecifiers

{2 Ch=Extended-Rights

A CM=ForestUpdates

A CM=LostandFoundConfig

{1 CH=NTDS Quatas

(20 Ch=Partitions

[ CH=Physical Lacations

-3 CM=Services

-3 CN=Micrasoft Exchange

B3 ch=nickmiddletan

D CM=Active Directory Connections

(11 CH=Address Lists Container
A CN=Addressing
-0 Ch=Administrative Groups
A CMN=Exchange Administrative Group (FYDIBEC
-0 Ch=First Administrative Group
[ cN=Advanced Security
(21 CH=Folder Hierarchies
+ D CM=Routing Groups
-0 Ch=Servers
-0 CN=SERYER100
B3 CH=Informationstore
H D CM=First Storage Group

2] cN=Public Folder Store {SERY.., msExchPublic
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Confirming Effective Permissions..

Mail Store Properties Correct Effective Permissions Incorrect Effective Permissions
| [dvanced Security Settings for Mailbos Stare (SERVERAO0) 21 21x
CN=Mailbox Sti SERYER 100) Py L 7| x
— Dr( | platizs i 2] Pemmissions | Audiing | Qwner Effective Permissions | Pemissions | Audiing| Owner ~Effestive Pammissions |
Attribute Edit ecuity
= The following list displaps the permissions that would be granted to the selected group o user, based solely The following list displays the permissions that would be granted to the selected group or user, based solely
Group or user names: on the permissions granted directly through group membership, oh the permissions granted directly through group membership.
Group or user name: Group or user name:
ANDNYMOUS LOGON
gmchiva Manager Exchangs Admin [MICKMIDDLE TON\Archive, Archivebd gi_ESM Archivetgr_ESM Select e S Ay (35 Select.. |
€ tuchivebar ESM ArchiveMar_ESM (rchivebar ESM@nickmi s Effective permisions:
g Arehivetlr_Servics PuchiveMaL Semicenckmddeten ol | Create named propeties in the infomation stors ] Create named propetties in the information stare B
Open mail send queus — Open mail send queve —
et s Receive Ax
Permissions for Adrinistrator Allow Dery 2 S end s E Send As
- Wiew information store status “iew information store status
;ﬂ!ﬁmml E Riead activationSchedule Fiead activationSchedule
Wil o “wiite activationSchedule “white activationS cheduls
it rfomation sore [u} Fiead aotivalionStyls Fiead activationSiyle
i ati it tivations tyl
Mlow Impersonation to Personal Exchangs Info O ;:: m:glriﬁm H;Z :mlfelcﬁm
Create named properties in the information store [m] LI \wite adminD escriptian ﬂ Wite adminDescription LI
For special permissions o for advanced seltings, Advanced
click Advanced —I B e A T e T e Nt o ] Learn mare abaut hove effective permissions are determined.
oK | Concel Apply
I | oK. | Cancel Apply 0K | Cancel Spply
Path to the Mail Store Via AdsiEdit:
Note: This object ‘ArchiveMgr_ESM’ in ‘correct effective
CN=Configuration,DC=Domain,DC=com/CN=Services/CN=Microsoft permissions’ would have permission from the root of the Exchange
Exchange Organisation flowing down via inheritance through to the mail
I
CN=Your Exchange Organisational Name store. If, at any of the levels, such as the ‘First Administrative
CN=Administrative Groups Group’, the object did not have permisisons, the effective rights
CN=First Administrative Group would show this as per the screenshot ‘Incorrect effective
CN=Servers permissions’.
CN=Server Name
CN=Information Store
CN=First Storage Group
CN=Mailbox Store
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