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Overview

Quest Software‘s vWorkspace 6.0 is an enterprise virtual desktop and application delivery
solution for Virtual Desktops, Microsoft Windows Terminal Servers, Blade PCs, and Physical
PCs. This document describes the virtual machine disk reconfiguration ability.

Supported Virtualisation Platform

Currently this feature is supported on the VMWare platform only. We do not currently have support
for our other supported virtual platforms; these include Hyper-V, Virtual Iron, and Parallels
Virtuozzo. It is also not supported on blade and physical PCs.

So what can I do with the disk reconfiguration utility?

The disk reconfiguration utilities will allow the VMware disk modes to be set. The two
modes available are:

Persistent

Persistent disks are the simplest type of disks that VMware supports. Persistent disks
behave like conventional disk drives on your computer. All writes done to a persistent disk
are written permanently to the disk. The behavior is the same for all disk types and is the
default and typical setting.

Non persistent

Changes to non persistent disks are not saved during the VMware session and are lost at the
end of the session (that is, when the virtual machine is powered off or reset). Non persistent
disks are convenient for people who always want to start with a virtual machine in the same
state.

VMware only reads the disk. Any writes to the disk during the session are actually written to
a redo log file that is deleted at the end of the session when you power off or reset the
virtual machine. During the VM session any blocks that have been modified and written to
the redo log file are read from the redo log file instead of the disk. At the end of the VM
session the redo log file is discarded. The guest operating system is entirely unaware that
the disk is non persistent. Normal guest operating system file buffering works on top of this
mechanism, providing efficient buffered I/0. Some disk operations may even be faster to a
non persistent disk than to an actual disk. The redo log file is placed in the same directory
as the disk file by default. However, the location of the redo log file can be changed in the
Configuration Editor under Misc.
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Independent - not affected by snapshots
This provides the ability to disable snap shots for the group or individual virtual machines.

What might I use non persistence for?

There are a lot of cases where you may want to set a disk to non persistent. Example uses cases
include providing environments for software testing, technical support users, demonstrations of
software, or maybe to provide software installation classes for students.

Other advantages are:

e  Controlling virtual machines disk usage. Administrators can ensure that users are not
downloading and saving large files to the virtual machines causing the disks for fill up and
intern impact performance.

e Security enhancements. Any malware or virus that may have found their way onto a virtual
machine will be wiped away upon reset.

e Any software users may have installed without permission will be removed, thus aiding
software licence control.
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How to configure non persistence to new Virtual Machines

On the VMWare desktop group select add computers to group

Follow wizard as normal until you reach the new step “Configure Computers”
Select the Virtual Disks Tab

Check the box “Reconfigure Virtual Disks”

Select “First disk only” or “All disks” depending on configuration and preference
Check the “Independent — not affected by snapshots”

No vk~ wNR

Select the “Nonpersistant” radio option.

B8 Add Computers E3 I

& vYMWare XP

‘Welcome Configure Computers

Humber of Computers to Create Configure memory and disk persiskence For the new computers

Template

Folder

Resource Pools/Datastores

Maming Conventions [v Reconfigure the virtual machines' memory and disk persistence immediately after cloning,

Sysprep Cuskomizations

——— LI Memary Wirtual Disks
Options
Finish ¥ Reconfigure Yirtual Disks

{* First disk only
&l disks

Dizk Mode
v Independent - not affected by snapshots

r Perzsistent - changes are immediately and permanently written to
the: disk.

e Honpersistent - changes to the disk are discarded when the:
icompwter is powered off o reverts to & snapshot :

[ Wait for sers to log off before reconfiquring the compuker(s)

< Back | ek = I Cancel

Figure 1 - Configuring disks when adding new computers

The virtual machines will then be powered off, reconfigured and restarted via the vWorkspace
Management console. The operation typically takes a few minutes.
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How to configure non persistence to existing Virtual Machines

If you already have virtual machines deployed in your desktop group and you wish to reconfigure the
disks for non persistence you can do the following

1. Highlight all or the required virtual machines. You can do this by holding down the Ctrl
button.
2. Right click or select the action menu and select “Reconfigure” (Figure 2)

Add Computers ko Group [WMWare 5P]...
ImportfRe-sync Computers inko Group [YRWare xP]...
IUpdate Power States

Create

Initialize

PMTools & Other MSI Packages »
Power OFF, ..

Power On

Suspend

Resume

Skand By

Wake Up

Resek...

Shut Down QS
Reskart O3
Log OFF User

Resel Session

Remote Conkrol Sessian. ..

Zancel Task
Enable/Disable. ..

Delete. ..

View Processes, .,

Propetties. ..
Figure 2 - Reconfigure Menu

3. Select the “Virtual Disks” tab
4. Check the box “Reconfigure Virtual Disks”
5. Click the button in the right of the “Mode” column
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6. Check the “Independent — not affected by snapshots”
7. Select the “Nonpersistant” radio option
8. Click OK, OK

== Reconfigure Computer E

The selected computers will be reconfigured according to the settings belaw,

Memory  Virtual Disks |
¥ Recorfigure Yirtual Disks

To edit the disk mode, click'..." or press the space bar.

Label ; |Size |Mu:u:|e |Backing TwE
Hard Disk. 1 2.01 GB Independent, Mon-Persiskent WirtualDiskF

& & Disk Mode Ed |

[v independent - not affected by snapshots

Perzistent - chanages are immediately and permanently writken to
the disk,

= Monpersistent - changes to the dizsk are discarded when the
computer iz powered off or reverts to a zhapshot

ok Cancel |

ancel |

Figure 3 - Nonpersistent option

How to revert to the original state or golden image.
There are a few ways in which we can trigger the reset back to the original state or golden image.
We can set the “Logoff Action” property, schedule a reset or manually reset them.

When the user logs off

The first is to define the “Logoff Action” on the desktop group properties. To do this you can do the

following:
1. Expand the Desktops node
2. Right click on your VMWare desktop group
3. Select properties
4. Select “Logoff Action” from the left hand menu. (Figure 4)
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5. Select the check box to enable the virtual machines disks to revert to original state when the
user logs off.

== Computer Group Properties E

& YMWare XP

Group Hame Logoff Action

Datacenter futomatically reset computers when the users log off.
Camputer Rale

Adrninistrative Account
Enable/Disable
Client Assignment

;Reset computers when the users lagaff. Enabling this option For computers with |
Access Timetable v nanpersistent disks will cause the disks ta revert ta their original state upon |

User Privileges logaff,
Session suto-Logoff

Inackivity Timeouk

Logoff Action

Session Protocal
Bandwidth Optimization
Auto-Expand

Task Automation
Permissians

(o4 Cancel Apply

Figure 4 - Logoff Action

The virtual machines can then be used as required; they can be rebooted if you are installing
software, however the user would need to be aware that logging off will result in the disks reverting
and all changes will be lost.

Manually

You can manually set the virtual machines disks back to their original state by:

Open the desktop service group
Click the computers tab
Select required or all virtual machines

P wnN e

Select the action menu (or right click on a virtual machine) and select reset

The virtual machines will be reset to their original state.

Schedule a task

To schedule the reset of all the virtual machines in the group at a convenient time do the following:
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1. Right click on the VMWare desktop group and select properties
2. Select “Task Automation” from the left hand menu
3. Select New + to open the task wizard
4. Click Next
5. Enter Task name. E.g. “Reset VMs”
6. Click Next
7. Select task type “Power Management — Reset”
NB. Don’t worry about resetting, if you are used to using the Shut Down or Restart Guest
commands. As you are reverting to the original state there is no danger of doing any
damage to the operating system.
::ahllunml ed Task Properties
&4 MNew Automated Task
Task
hame Specify the bask bo run,
N
Task Parameters
Schedule
Salact a bask:
B ﬂ
Poweer OFf
Fowsar Cn
Hesume
Standby
Suspend
ek Lp
Dperating System
Lo Cff User
Reset Session
Restart Of5
Shutrdown Of5 =
<gack || hext> | camcn |
Figure 5 - Reset Task
8. Click Next

10
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9. Specify schedule details

& New Automated Task

e Schedule

Mame Define the schedule,

Task

Task Parameters
Ewacute:
|E'\.'Efj.l Day ﬂ
-8
rﬂ-.m PM =
In Time Zone:
[[GMT) Greerwach Mean Time - Duskn - E dinburgh - Lesbar = |

Figure 6 - Task Schedule

10. Click Finish and OK

All virtual machines in the group will be reset at the give schedule. If you do not want to schedule a
reset of all machines in a desktop services group you can set up a scheduled task for individual
virtual machines by right clicking and selecting properties on the virtual machine.

More Uses, Considerations and Gotha’s

e If the “Logoff Action” option is configured the user would have to be careful about when
they log off as all changes will be lost.

e Roaming profiles and/or redirected My Documents are not affected by disk non persistence.
Some organisations may wish to deploy disk non persistence and reset the machines on a
daily bases. This has advantages such as:

0 Controlling virtual machines disk usage.

0 Security enhancements. Any malware or virus that may have found their way onto a
virtual machine will be wiped away.

0 Any software users may have installed without permission will be removed upon
reset thus aiding software licence control.
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